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CounterCraft launches Cyber Deception Platform 2.0 and
celebrates three years in business

e CounterCraft Cyber Deception Platform version 2.0 streamlines the design,
development, deployment and management of highly credible deception campaigns

e The new release empowers threat hunting teams with the precise identification of
malicious activities and an advanced understanding of motivators and modus operandis

e CounterCraft is proud to champion both National Cyber Security Awareness Month
(NCSAM) and European Cyber Security Month (ECSM) this October to build a more

cyber secure workforce

e CounterCraft continues to lead the emerging deception technology market, recognized
by multiple industry awards in 2018 for innovation in cyber security

San Sebastian, Spain, October 17" 2018:

CounterCraft, pioneering European deception technology company, marks its third birthday and
celebrates both National Cyber Security Awareness Month and European Cyber Security Month with the
launch of the CounterCraft Cyber Deception Platform 2.0. CounterCraft provides a high-end deception
platform for threat hunting and threat detection using controlled, highly credible synthetic environments.

CounterCraft accelerates threat detection earlier in the attack lifecycle, provides evidence of malicious
activity and modus operandis and already protects leading organizations in the financial, trade and
government sectors, as well as law enforcement agencies. The feature-rich CounterCraft Cyber
Deception Platform delivers high quality alerts with zero false positives and automates cyber deception
campaigns across a complete range of digital assets to strengthen overall security posture.

The release of CounterCraft 2.0 is the result of significant investment in UX, Ul, third party integrations
and multi-tenancy functionality in response to market demand for simplicity. Continuous development
behind the scenes contributes to the company’s goal to deliver targeted, actionable and accurate
intelligence that organizations can use in the most efficient way possible.

Key features include improved attack-monitoring, identification and correlation with loCs and TTPs (via
integration with the Mitre Att&ck Framework), seamless integration with third party systems such as
SIEMs and EDRs, and more options in the deception campaign design process. CounterCraft customers
report seeing results within just five minutes of integration with existing systems and this powerful,
automated cyber intelligence tool has been proven to reduce costs by up to 95% versus manual
deception techniques.

Seamless platform integration, multi-tenancy and simplifying the user experience for both end-customers
and partners all play a fundamental role in the expansion of CounterCraft.
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Richard Barrell, Product Manager at CounterCraft says: “It's with a great sense of accomplishment
that we celebrate three years since establishing CounterCraft with the release of version 2.0 of the Cyber
Deception Platform. Laser-focus has been applied to this phase of solution development to deliver a
superior user experience that makes the management and analysis of deception campaigns easier.
We've already completed a number of successful deployments for Fortune 500 organizations around the
world where customers have seen actionable insights within minutes of setup. The most effective
deception technology immerses the attacker in a credible and complex environment in order to deliver
increased clarity for the user, and that’'s what we’ve achieved with CounterCraft 2.0.”

About CounterCraft

CounterCraft empowers organizations to strengthen their security posture more efficiently than ever before. Designed
and developed by experts, the CounterCraft Cyber Deception Platform fits seamlessly into existing security strategies
and delivers personalized, actionable threat intelligence to facilitate early threat detection, accelerate incident
response and significantly reduce security spend.

Our award-winning solution combines powerful campaign automation with controlled synthetic environments to allow
attackers to penetrate organizations without doing real damage. The results provide detailed insights into lateral
movements and enable platform users to understand their adversaries’ motivations and mindset - the intelligence you
need to prevent intrusions and costly breaches.

CounterCraft is recognized worldwide for its radical contribution to the deception technology market and operates in
more than 20 Fortune500 Index companies globally, including financial institutions, governments and Law
Enforcement Agencies. Founded in 2015, CounterCraft is headquartered in San Sebastian (Spain) with a presence in
London, Madrid and Los Angeles.

For more information, get in contact with Maria Asin - masin@countercraft.com
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