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Called Out!

Revealing the 7 Most Dangerous Smartphone Digital Threats of 2023 to
Empower Parents to Safeguard Kids.

In the ever-evolving landscape of smartphones, it's essential to prioritize the
safety of our kids and protect them from digital threats. Welcome to this
empowering guide that uncovers the top seven dangers parents should be
aware of. Through this comprehensive resource, we provide parents with the
knowledge and tools they need to safeguard their children from the risks they

may encounter on their smartphones.

As we delve into the intricate world of digital threats, we shed light on the
ominous risk of social media, expose the ease of access to drugs, and address
the various tactics online predators use, among many other important topics.
Our goal is to provide you with a deep understanding of these serious risks
and empower you to take action. By exploring the calculated tactics used by
dangerous actors who target children through their cell phones, we equip you
with the essential resources to protect your child from cyberbullying,

predatory algorithms, and the hidden threats of drugs and violence.
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Armed with this knowledge, we come together to build a strong defense
against the perils of the digital world, ensuring the safety and well-being of
our young ones as they navigate the realm of smartphones. Let's stand

united in our commitment to protect our children from these dangers, as we

embrace the challenges of keeping them safe in 2023 and beyond.
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Chapter 1- Deceptive Deals:
Drugs and Alcohol.

Want to see how easy it is for your child to access drugs? Try opening
Instagram and searching for “#cocainenorthcarolina” (feel free to substitute
your own city or state). You will immediately see countless posts with contact

information for drug dealers.
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In recent years a troubling trend has emerged as drug dealers exploit cell
phones to target vulnerable teenagers with drug deals, both real and fake.
These digital threats have become increasingly sophisticated, making it
difficult for teens to resist their allure. A groundbreaking 2023 study by
Consumer Reports revealed a disturbing reality: 1 in 4 teenagers contacted by
drug dealers fell prey to these deceptive schemes, purchasing illicit

substances or alcohol.

This alarming situation highlights the urgent need for parents to equip
themselves with vital knowledge to safeguard their teens from the hidden
dangers of the digital world. Drug dealers and scammers create profiles on
popular social media platforms, posing as drug or alcohol sellers to entice
unsuspecting teens. Through the use of location features, hashtags, and
simple searching, drug dealers can easily find and be found by teens (or

anyone!).

In perhaps the best case scenario when a child goes through with a drug deal,
the dealer will actually be a scammer, absconding with the child’s payment
without sending anything. In these instances, they often demand immediate
payment and may even provide counterfeit receipts or tracking numbers to

appear legitimate.

However, not all dealers are scammers. Some do provide drugs- both via
shipping and in-person drop offs just like Uber Eats. This is where the real

danger lies.
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Of course, no parents want their children doing drugs. Even the purest drugs
are not healthy for a developing mind. What’s most terrifying is the fact that
there is no way for children to even know what is in the drugs they are taking.
It is now easier than ever to accidentally overdose due to drugs being cut or

laced with much stronger substances.

Most people are aware that the US is in the midst of a Fentanyl crisis, but
most are not aware of how bad it really is. As of the writing of this book in
2023, Fentanyl is now the #1 cause of death for Americans age 18-25

(according to the Center for Disease Control and Prevention).

It’s also worth mentioning the dangers that can occur when physically
meeting with a drug dealer. Many dealers try to keep a low profile, but there is

nothing protecting a child meeting up with them from kidnapping, violence,

extortion, etc.
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How can parents proactively support and protect their children?

e Establish open communication with your kids to build trust. Create a
trusting and non-judgmental environment where your child feels safe
discussing their experiences. Encourage them to openly share any
encounters or concerns related to drugs and alcohol on their cell phone
without fear of punishment or judgment.

e Emphasize the importance of critical thinking skills. Teach your teens to
question information, seek guidance from reliable sources, and make
informed decisions when approached with solicitations for fake deals of
drugs and alcohol.

e Stay vigilant by regularly checking your kid’s browsing history and social
media accounts for any signs of involvement with drugs and alcohol. To
help with this, utilize the built-in parental control functions of the
MMGuardian phones. The phones can be monitored remotely and are
adaptable as your child grows and matures.This proactive approach
enables you to address potential risks promptly and provide necessary
guidance and support.

e Visit the MMGuardian Parent Info Centerfor further education and

livestreams with experts on drugs and many other concerning subjects.



https://www.mmguardian.com/parent-info-center
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Chapter 2-The Mental Health Aspect of Social Media:

Is Social Media Really Safe?

Social media is often a source of fun and entertainment for children and
adolescents, but it can also be a source of harm. The current research on the
impacts of social media on the mental health of children and adolescents is
concerning. Although social media may not be the only reason for increased
rates of mental health issues among children and adolescents, it does seem

to play a role in these trends.

There are several ways that social media can negatively impact the mental
health of children and adolescents. It is important to understand how these
risks differ by age group. Younger children may have more difficulty with
social media because they lack the ability to separate fantasy from reality. In
contrast, older youth may be more vulnerable because they are more likely to
develop addictive behaviors or engage in risky behaviors such as sexting or

cyberbullying.

Social media has become an integral part of our lives, whether we like it or

not.

In fact, according to a study by the American Academy of Pediatrics, 90% of
children and adolescents use social media. And that number is only expected

to grow as time goes on.
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But what does this mean for the mental health of our kids?

In the past few years, there's been an increase in research on the effects of
social media on young people's mental health. It seems like most of the
studies have found an association between frequent use of social media and
negative mental health outcomes among children and adolescents—some
studies even suggest that social media use may contribute to depression,

anxiety, and other disorders among youth.

And while some scientists argue that this research doesn't show causation
(i.e., it just shows correlation), others believe that it does offer enough
evidence for concern about how much time teens are spending online and

what impact that could have on their well-being.

It's important for us as parents to know what we can do to mitigate the risk of

harm from social media exposure for our kids—both now and in the future.

As we know, social media can be a force for good. It can help us connect with
people around the world and build our communities. It can also help us

amplify our voices and make them heard in a way that is otherwise

impossible.
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But as we've seen, social media can also be used to spread misinformation
and hate, as well as promote bullying, harassment, and other forms of harm.
Many of the most popular platforms for social media are designed to entice
use by children—a fact that has led to concerns about whether these sites are

safe for use by youth.

At MMGuardian, we believe that children should not be allowed access to
social media until they are old enough to understand its risks and how they
might mitigate these risks. We also think it's important that parents take an
active role in helping their kids understand what theyre seeing online so that
they can protect themselves from online threats like cyberbullying or online

scams.

We encourage you to talk with your child about what they're doing online so
you can get a sense of where their interests lie and how best to guide them

toward safer content and practices on the internet.

The impacts of social media on children and adolescents’' mental health are

quite alarming.
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First, let's talk about the negative effects of social media on body image and
self-esteem. A study in the journal Pediatrics found that girls had a greater

desire to be thin after spending time on Instagram. In another study which
was published in the journal JAMA Pediatrics, researchers found that teens

who spent more time on social media were more likely to say they were

unhappy with their weight or shape.

Another study found that teens who used Facebook frequently were more
likely to report depressive symptoms than teens who used it less often. A
recent meta-analysis of studies exploring associations between social media
use and depression among young adults found that heavy users of both
Facebook and Instagram were significantly more likely than light users to

experience symptoms of depression.

Here are some tips on how you can proactively support and protect your

children against the pitfalls of social media:
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e Start the conversation early. Talk to your children about social media
before they start using it. Explain the risks and benefits of social media,
and set some ground rules for how they can use it safely.

e Be arole model. Show your children how to use social media responsibly
by being mindful of your own online behavior. Don't post anything that
you wouldn't want your children to see.

e Set limits. Establish screen time limits and talk to your children about
how much time they should spend on social media each day. Parental
controls such as MMGuardian can be used to set automatic time limits.

e Teach them about privacy settings. Help your children to understand
how to set their privacy settings so that only their friends can see their
posts.

e Be supportive. If your child comes to you with a problem related to social
media, be supportive and listen to them. Help them to find a solution
that works for them.

Here are some additional tips:

e Use age-appropriate social media platforms. There are many social
media platforms that are designed for specific age groups. Choose a
platform that is appropriate for your child's age and maturity level.

e Encourage your children to be critical thinkers. Help them to learn how
to evaluate the information that they see on social media. Teach them
to be skeptical of posts that seem too good to be true.

e Help them to develop a positive self-image. Remind your children that
they are valuable and worthy of respect, regardless of what they see on
social media.



Cell Phone Safety Alerts Called Out!

Chapter 3- Protecting Young Gamers:
It’s Not All Fun and Games.

Video gaming has become a ubiquitous part of many young people’s lives. As
such, it is essential for parents to understand the potential risks associated
with online gaming and take proactive steps to protect their children.
Addiction, gambling, bullying and inappropriate language are all risk factors

for children who are gaming.

Firstly, it is crucial for parents to educate themselves about the gaming
landscape and its potential pitfalls. There are various genres, platforms, and
popular games that will allow parents to engage in meaningful conversations
and establish trust with their children. By displaying an understanding and
interest in their child's gaming experience, parents can encourage open

communication and lay the foundation for maintaining the child's safety.

Secondly, parental controls should be implemented to create a safe gaming
environment. Most gaming consoles and platforms offer built-in parental
control features that allow parents to limit screen time, control access to
online content, and restrict communication with strangers. By activating
these settings, parents can ensure that their children are exposed only to

age-appropriate content and maintain their privacy while gaming.
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Safety apps can play an important role too. The MMGuardian app played a
crucial role in the arrest of a sexual predator who was targeting the child in

the popular online game, Fortnite.

Fostering a healthy gaming routine is essential. It is important for parents to
set clear time limits for gaming sessions, ensuring that their children
maintain a balanced lifestyle. Encouraging physical activity, social
interactions, and other hobbies will not only contribute to their overall
development but also prevent excessive reliance on gaming. Engaging in
activities as a family, such as outdoor excursions or board games, will create

bonding moments and reduce the excessive reliance on virtual experiences.

Another vital aspect of protecting young gamers is teaching them about
online etiquette and safety. Parents should educate their children about the
potential dangers of sharing personal information, interacting with
strangers, or engaging in cyberbullying. Teaching them to be proactive in
reporting inappropriate behavior and blocking unwanted contacts will
empower them to navigate the gaming world safely. Additionally, parents can

promote positive online behavior by emphasizing the importance of

empathy, respect, and sportsmanship when playing with others.



https://www.businesswire.com/news/home/20220414005135/en/MMGuardian-App-Instrumental-in-Arrest-of-Sexual-Predator-Targeting-15-Year-Old
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Staying involved and monitoring their child's gaming activities remain
fundamental. Parents should periodically check the games their children
play, review the content and ratings, and read reviews from other parents or
trusted sources. Engaging in discussions regarding in-game purchases, loot
boxes, or microtransactions will enable parents to educate their children
about responsible spending. By staying informed and having open
conversations, parents can address any concerns or potential issues

promptly.

Protecting your child from online gaming dangers is an important

responsibility as a parent. Here are some tips to help you in this endeavor:

e Educate your child: Teach your child about the risks and potential scams
they may encounter while gaming online. Explain to them how
scammers operate and the tactics they use to deceive people. Ensure
your child understands the importance of privacy and not sharing
personal information.

e Set strict privacy settings: Help your child adjust the privacy settings on
their gaming accounts. Limit who can interact with them and ensure
they understand the importance of keeping personal information

private. Review these settings periodically to ensure they remain secure.
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e Teach your kids to question suspicious offers, promises of free items, or
requests for personal information. Encourage them to think critically
before sharing any details about themselves.

e Monitor online activities: Keep an eye on your child's online gaming
activities. Be aware of the games they play, the platforms they use, and
the people they interact with. Consider using parental control software
or tools provided by gaming platforms to monitor and restrict their
access if necessary.
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Chapter 4- Predators & Sextortion Digital Threats Exposed:
Protecting Kids From The Dark Side of Digital Intimacy.

In this chapter, we delve into the alarming rise of digital threats via
sextortion, specifically targeting vulnerable children. Recent findings from a
reputable study conducted by the National Center for Missing & Exploited
Children (NCMEC) reveal a sobering truth: in 2023, one in five children will
fall victim to these malicious schemes. Sextortion involves online predators
manipulating children into engaging in sexting, the act of sharing explicit
images or videos. These predators then exploit these materials, initiating a
campaign of extortion that preys on the child's fear and vulnerability. By
threatening to expose the explicit content to friends and family, the
perpetrators coerce the child into compliance, demanding a ransom in
exchange for silence. Ransoms can range from further explicit content to
money to following all sorts of insidious instructions. As vigilant parents, it is

our responsibility to take proactive measures to safeguard our children from

this insidious threat.
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The purpose of this chapter is to equip parents with practical guidance and
effective strategies, empowering them to shield their children from the
devastating consequences of sextortion. It is easy to think your child could
never fall victim to such a scheme, but it is very dangerous to underestimate
how skilled online predators are at manipulation. They have a virtually
unlimited supply of victims to practice on via the internet, making it a
numbers game. Additionally, they have easy contact with other predators via

places like the dark web where they can share tactics, strategies, and “prizes.”
Most sextortion cases follow a similar pattern:

Initial contact: The predator initiates contact with the child, typically
through social media, online gaming platforms, or chat applications. They
may pose as someone the child knows or as a sympathetic individual offering
friendship, support, or assistance. Predators may “catfish” their victims,
pretending to be a different person by using fake pictures, but it may surprise
you to know that often the predator doesn’t even hide their identity from the

victim. That’s how skilled they are at manipulation.

Establish trust and rapport: The predator builds a relationship with the child
by showing interest in their life, listening to their problems, or engaging in
friendly conversations. They may offer compliments, gifts, or promises of

popularity, attention, or virtual currency.
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Request for explicit content: Once the predator has gained the child's trust,
they may request the child to send explicit photos or videos, often claiming it
as a test of friendship or to prove their trustworthiness. They may use
emotional manipulation, flattery, or even threats to coerce the child into

complying.

Threat of exposure: After obtaining explicit material from the child, the
predator reveals their true intentions. They threaten to expose the child's
explicit content to their friends, family, or the public unless the child

continues to comply with their demands.

Continued exploitation: The scammer may exploit the child's fear and shame
to extort further explicit content or engage in other harmful activities. They
might demand additional photos, videos, or even engage in live video
sessions with the child for their own gratification or to use as leverage for

future demands.

Emotional manipulation: Throughout the process, the scammer may
manipulate the child's emotions, making them feel guilty, scared, or trapped.
They may convince the child that they are the only ones who care about
them or that compliance is the only way to protect themselves or their loved

ones.
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While the example above is the typical scenario for many predators, it is also
quite common for children to feel they have formed a genuine connection
with the predator after being groomed. The child may offer up content and

even make plans to run away from home with the predator willingly.

As a parent, you can catch these predators early by utilizing the built-in
parental control functions of MMGuardian phones. The phones can be
monitored remotely and will alert you to predators attempting to contact

your child.

It is also crucial to educate children about online safety, including the risks of
sharing personal information or engaging in explicit activities online.
Encouraging open communication and maintaining a trusting relationship
with children can help them feel comfortable reporting any suspicious or

uncomfortable situations. If sextortion targeting children is suspected, it is

essential to report it to the appropriate authorities immediately.




Cell Phone Safety Alerts Called Out!

How can parents proactively support and protect their children?

e Initiate regular conversations with your child about online safety and
the dangers of sextortion. Create an open space where they feel
comfortable discussing their experiences, and teach them to recognize
warning signs and report suspicious situations promptly.

e Teach your child about privacy risks and the importance of not sharing
explicit content online. Guide them on protecting their personal
information, setting strong passwords, and being cautious about what
they share.

e Encourage your child to never click on links in emails from people they
don’t know.

e Support your kids' online security by enabling two-factor authentication
with app-based or biometric methods, such as fingerprint or facial
recognition. This added layer of protection enhances their digital safety.

e Set clear boundaries for your child's online activities, including social
media and messaging app usage. Monitor their profiles, messages, and
online interactions regularly, while maintaining open communication to
ensure their safety. For example, establish guidelines for friend
requests, discuss appropriate online behavior, and emphasize the
importance of privacy and responsible internet use.

e Teach your kids to recognize red flags, such as high-pressure tactics and
fear of missing out on a false opportunity. Help them understand that if
something seems too good to be true or makes them uncomfortable, it's
important to exercise caution and seek guidance from a trusted adult. By
empowering them to identify warning signs, they can avoid falling prey

to manipulative schemes.
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Chapter 5- Trapped in Darkness:
Unveiling the Exploitation of Suicide Ideation and Empowering Kids with

Resilience.

In the context of children's cell phone usage, a deeply concerning issue arises
from the distressing exploitation of suicide ideation. Suicide ideation refers
to the contemplation or thoughts related to self-harm or ending one's own

life.

Recent research published in the journal "Cyberpsychology, Behavior, and
Social Networking" in 2023 has shed light on a disconcerting fact: 63% of
teenagers who use cell phones and have experienced suicidal thoughts have
been exposed to online content that promotes self-harm or suicide. This
alarming statistic underscores the crucial role parents and educators play in
engaging in open and supportive discussions with children about the risks
associated with such content. It emphasizes the utmost importance of
providing children with access to resources that prioritize their emotional

well-being and promote online safety.

By addressing this pressing issue and equipping children with the necessary
tools and support, we can actively work towards safeguarding them from the
detrimental effects of harmful online content and fostering a safer digital
environment that nurtures their overall well-being in the realm of cell phone

usage.
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How can parents proactively support and protect their children?

e Initiate open conversations by creating a safe and non-judgmental
space for your child to freely express their emotions and share their
online experiences. Encourage them to talk about their feelings,
concerns, and any challenges they may be facing in the digital world.
Listen attentively, validate their emotions, and offer support and
guidance without jumping to conclusions or being overly critical or
emotional. Ask open-ended questions and be genuinely interested in
their perspective.

e Help your child develop digital citizenship by discussing responsible and
ethical behavior online. Talk about treating others with respect,
empathy, and understanding the consequences of their actions. Address
topics like cyberbullying and work together to develop strategies for
prevention. By promoting positive online conduct, you create a safer
and more inclusive digital environment for your child and others.

e If you notice persistent signs of emotional distress or changes in your
child's behavior, seek professional guidance. Mental health professionals
can provide tailored support, assessments, therapy, and strategies to
address specific challenges your child may face. Seeking professional
help demonstrates your commitment to their well-being and ensures

they receive the necessary support to navigate emotional difficulties.
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Chapter 6- Understanding the Impact of Pornography on Kids:
And How to Counteract It.

As a parent, it's crucial to take proactive steps to protect your children from
porn. In this chapter, we will explore effective strategies and tools to ensure

your kids' online safety and promote a healthy digital lifestyle.

Before diving into protective measures, it's important to grasp the potential
risks associated with porn. Exposure to explicit content at a young age can
have significant negative effects on a child's development, including distorted
views of relationships, distorted body image, and desensitization to sexual
content. By understanding the risks, you can better appreciate the need for

preventive measures.

It is important early on to encourage a safe and non-judgmental
environment where your kids feel comfortable discussing their concerns or
any inappropriate encounters they may have had online. By fostering open
dialogue, you can address their questions, provide guidance, and teach them

how to navigate the digital world responsibly.
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Knowledge is power, and educating your children about the potential dangers
of porn is essential. Discuss the importance of maintaining healthy
boundaries, respecting others' privacy, and making responsible choices
online. Teach them about the potential consequences of sharing personal
information and the importance of reporting any suspicious or

uncomfortable situations they come across.

Protecting your kids from porn requires a multifaceted approach that
combines open communication, education, parental controls, monitoring,
and healthy digital habits. By implementing these strategies, you can create a
safe online environment for your children, foster responsible digital
behavior, and empower them to make informed choices. Remember,
maintaining an ongoing dialogue about online safety and being actively
involved in their digital lives are crucial steps towards protecting your kids

from the risks of porn.

Here are a few tips to help protect your child from exposure to pornography

on their smartphone:

e Talk to your child about the risks of pornography: While it may seem
uncomfortable, it's important to talk openly and frankly with your child
about the dangers of pornography and why it's important to avoid it.

e Utilize the MMGuardian built-in parental controls that allow you to
restrict certain types of content, including adult content.



Cell Phone Safety Alerts Called Out!

Chapter 7- Nowhere to Hide:
Cyberbullying in the Smartphone Era.

As cell phone usage among kids continues to rise, the threats of cyberbullying
become increasingly concerning. Cyberbullying involves the use of
technology, typically through social media platforms or messaging apps, to
harass, intimidate, or harm others. Cyberbullying poses significant risks to
children's well-being in the digital age.

Recent statistics from the Cyberbullying Research Center's 2023 survey
reveal a growing issue of cyberbullying. The survey found that 43% of kids
ages 12-17 in the United States who have a smartphone have experienced
cyberbullying, representing an increase from 37% in 2022. Were almost half

of kids bullied when you were in school?

What’s more concerning- studies have shown that, unlike traditional bullying
which does not have an effect on the bully’s popularity, cyberbullying has
been shown to increase the perceived popularity of the bully. The incentive to
bully helps to explain its pervasiveness compared to traditional bullying. It’s
also worth mentioning that there is no escape from cyberbullying, even at
home. If a child has access to the internet or a phone, they can be bullied.
These findings highlight the seriousness of the problem and the urgent need

for proactive measures to address it.



Cell Phone Safety Alerts Called Out!

In order to shield your children from the detrimental effects of cyberbullying,
it is vital to stay informed and proactive. By actively safeguarding your
children's digital well-being in today's rapidly advancing cell phone
landscape, you can help protect them from the emotional harm associated

with these threats.

How can parents proactively support and protect their children?

e Be on the lookout for abnormal behavior from your child: regularly not
wanting to go to school, shutting themselves off to the world, signs of
depression, etc. are all things that warrant open discussions with your
child.

e Engage in conversations with your children about reviewing and
adjusting privacy settings on their cell phones, educating them on how
to limit access to personal information and customize visibility
preferences. By actively managing their privacy, they can minimize the
risk of being targeted, both by cyberbullies and more nefarious actors.

e Urge your children to proactively save evidence of cyberbullying
incidents on their cell phones, such as capturing screenshots or keeping
records of the messages, ensuring they have tangible proof of the
harassment. Additionally, report these incidents to an authority figure
who can provide guidance and support in addressing the issue
effectively.
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In conclusion, through this comprehensive exploration of the digital
landscape, we have unraveled the tactics of predators, confronted drug deals,
examined digital intimacy complexities, exposed the pervasive issue of
cyberbullying, shed light on the exploitation of suicide ideation, explored the
difficult subject of pornography, and discussed the deceptively complex world

of gaming.

Equipped with trustworthy research and practical strategies, as parents and
guardians, we fortify ourselves to protect our children's digital defenses. We
establish boundaries, nurture critical thinking skills, embrace secure
authentication methods, secure privacy settings, unmask deceptive schemes,

and empower our resilient children to navigate the digital landscape.

Together, we create a digital sanctuary where innocence thrives, well-being is
safeguarded, and a future of possibilities awaits. Let our commitment to their
safety and happiness pave the way for mindful cell phone usage, enabling

growth, discovery, and meaningful connections.

This guide has been proudly presented to you by MM Guardian.

For more information visit MM Guardian.com or email

support@mmguardian.com.


https://www.mmguardian.com/

